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1- International Organization for Standardization

2 - International Electrotechnical Commission

3- International Organization of Legal Metrology (Organisation Internationale de Metrologie Legale)
4 - Contact point

5 - Codex Alimentarius Commission
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ISO/IEC 27033-5: 2013, Information technology — Security techniques — Network security
— Part 5: Securing communications across networks using Virtual Private Networks (VPNS)



Slweol Wbl 1 10 oo ASuls Camol — (Sl (yged — WleMbl 5,9LS8
"(VPNS) 5 jlxe (ooguas aasiuls 3l oolaiuw! b braSuls pwli puw

S 9,5 dold g Bup \
0 e b Lo S il g ojtwosly colil gl lalasal) e e laibil ol Cppsas 5l e
Jlail g et Jlite Jlasl gz gl pogas cloaSs Slbls,l 5l oolicul by a5 Cool pels

PSS Y
il o0 o0l £l oy T s ol e o Jailisl ol 2e 55 48 sl S,k (g5l 5 (ol S ke

Hgd (o0 Sgmme 3l ol 5l (S5 Sl Ol
ol o la, b wass g bbasdlol il sals sols gl Las] b S3L S adaS Jiee o
ools gl Loyl an jLaasl go b5 53 900 a5 (Sl 990 10 s ol ) (o 8 lasbiws] (ol Ha5 5590

el ol S il sl 6l g1y @zl pe 5l ool

Sl — (el g8 — Sledbl 6,5Ld AYAY Jlo :YVe ) o)less o) Lo o lasbis] V-Y
Slol - SleMb! ol o e

S ] = ol (5 — LMl (g y5lis ATAY Jlw Y+ Y o lads ol o o lsliwl Y=Y

Sledlbl sl Co pase

o ppdn — gmiminal (98 — DLl (6 ,5Lid AYAA L YV o0 o las o ol Jo o luslsl ¥-Y
SleMbl cusl @l bl

A ool = el g8 — Sl 6,5L5 AYAY Jlo N FAFF-Y o,led ol Lo o luiliul F-Y

1 - Virtual private networks
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IKE

IPsec

ISAKMP

L2F
LDP
MPPE
MPLS
NAS
osl
PPP
PPTP
SSL
VPLS
VPWS
WAN

Authentication Header
Encapsulating Security Payload
Internet Key Exchange

Internet Protocol Security

Internet Security Association and Key
Management Protocol

Layer Two Forwarding (Protocol)
Label Distribution Protocol
Microsoft Point-to-Point Encryption
Multi-protocol Label Switching
Network Area Storage

Open Systems Interconnection
Point-to-Point Protocol
Point-to-Point Tunneling Protocol
Secure Sockets Layer

Virtual Private LAN Service
Virtual Private Wire Service
Wide Area Network
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1 - Wires only connection
2 - Network address translation
3 - Denial of service
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- Access control list

- Packet filter

- Termination security
- Label-switched paths
- Interceptor
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1 - Protocol encapsulation
2 - Switching technologies
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- Demilitarized zone
- Token

- Embedded code

- Duress code
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1 - Intrusion prevention and detection system
2 - Intrusion detection system
3 - Intrusion prevention system
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1 - Obfuscation
2 - Virtual proxy
3 - The Onion Router Project
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